USING SSH KEYS WITH PUTTY, WINSCP AND
FILEZILLA ON WINDOWS

1. INSTALL PUTTY AND PUTTYGEN

The applications PUTTY and PuTTYgen have to be installed in order to ssh to Linux servers with private key on Windows. The
installer can be found from https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

After installation, the two applications can be found as shown:
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2. CONVERSION OF EXISTING PRIVATE KEYS

1. Save yourid_rsa key to the Windows desktop.
2. Launch PuTTYgen and click “conversions” > “import key” to open your id_rsa key
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3. After opening the key, click “Save private key”
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4. Click yes to save the key without passphrase as “id_rsa.ppk” on the desktop
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3. CONNECT TO LINUX SERVER WITH PRIVATE KEY

1. Launch PuTTY as shown
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2. Fillin the “Hostname(or IP address)” textbox with target host’s information
3. Onthe left-handed side navigation tree, click “connection”>"SSH”>"” Auth”

&% PuTTY Configuration ? X

Categony:
- Features A Options controling SSH authertication

- Window
H Appearance Display pre-authentication banner (SSH-2 only)
Behaviour [] Bypass authentication entirely (S5H-2 only)
g:::::n Authentication methods
- Colours Atempt authentication using Pageant
£} Connection [[] Attempt TIS or CryptoCard auth (SSH-1)
. Data Attempt "keyboard-nteractive” auth (S5H-2)
-
TS;; Authentication parameters
- Rlogin [ Mllow agent forwarding
—1-55H [ Allow attempted changss of usemame in $5H-2
Kex Private key file for authentication
Host keys “ Browse...
inlae
=1 Auth ?
— 0
- TTY
- X1
-- Tunnels v
< >

About Help Cancel

4. Click Browse to select the converted private key “id_rsa.ppk” and click open.
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Navigate back to “Session” in the navigation tree. Save your settings as a named session as shown:
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Click open to log into the remote Linux server with the key.




4. SECURELY TRANSFER FILES BETWEEN SERVER AND WINDOWS USING WINSCP

1.

The application WinSCP has to be installed in order to copy files between Linux Server and Windows with private key. The

Install WinSCP

installer can be found from https://winscp.net/eng/download.php

2.

Launch WinSCP and edit the details of the sessions
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Click “Advanced”, a new prompt window will popup. Select “SSH”>“Authentication” on the lefthanded side. Click “...
on the right to choose your converted private key on the desktop. Finally click OK.

| Advanced Site Settings

Enwvironment
i~ Directories
Recyde bin

Color -

[ eypass authentication entirely

Authentication options

A

Login |v

Attempt authentication using Pageant

Advanced... |v

Close Help

? x

Attempt keyboard-interactive' authentication

Respond with password to the first prompt

Attempt TIS or CryptoCard authentication (S5H-1)

Authentication parameters
[ Allow agent forwarding
Private key file:

Display Public key

GS5APT

Attempt GSSAPI authentication

Tools hd

[ allow GSSAPT credential delegation

Cancel Help

”


https://winscp.net/eng/download.php

r2 - r2@202.88.99.86 - WinSCP
Local Mark Files Commands Session Options Remote Help

B fa synchronize | B f | (68 | Queve - Transfersettings Default
G New Session.

Ln CE-E- e BB RS | Fndfes | %
8 Download + | [ Edit ~ 3 o) (i Properties | B§ New =l

Size  Changed
. 11/11/2020 3:43...
| Apowersoft File folder : 5/12/2020 12:10.
|| Custom Office Templates File folder 4/12/2020 3:4
| MobaXterm File folder 27/11/2020 4:54...
[l viskt File folder 29/11/2020 1:18...
| Zcom File folder :25:... | local_mpich3 30/11/2020 8:04.
| model
|| sample_prog...
| temp

| tutorial

0Bof0Bin0of5 5hidden 0Bof0BinDof 10




5. SECURELY TRANSFER FILES BETWEEN SERVER AND WINDOWS USING FILEZILLA

1. Install FileZilla Client

Another FileZilla Client application may be used to transfer files between Linux Server and Windows with private key.
The installer can be found from https://filezilla-project.org/

2. Launch FileZilla Client and click the “site manager” button on the menu bar. A new site manager window will popup.
Click “New site” button to edit a new session.
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3. Give a name to the session. Then select “SFTP” in the Protocol pull down menu. Fill in the IP of the host and finally
select “Key file” in the Logon Type pull down menu as shown:
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4.

Browse and select your saved converted key file from Desktop. Fill in the username and finally click connect to login to

the cluster.
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Click Yes about the security warning. Then the Linux server side will be shown in the right pane as shown:

cluster_session - sftp://r2@202.88.99.86 - FileZilla — ] X
File Edit View Transfer Server Bookmarks Help
| Ll 1E N "] = = >
| =ohO kL Tass
Host: H ‘ Username: ‘ ‘ Password: |:| Port: |:|
Status: Retrieving directory listing... ~
Status: Listing directory /home/r2
Status: Directory listing of “/home/r2" successful
v
Local sile:‘ C\Users\kwchui\ ~ || Remote site: | /home/r2 ~
2 kwehui N IE
Public =-? home
user01 2
& Windows Linux Server side
- D: (DATA)
v
Filename Filesize Filetype Last modified ~ || Filename™ Filesize Filetype Last mod.. Permis.. Owner/. A
wvscode File folder 11/22/2020... .«cache File fol.. 12/5/202... 2 vhpc
~#3D Objects File folder 11/22/2020... .conda File fol.. 11/29/20... r2 vhpc.
anaconda3 File folder 11/22/2020... .config File fol.. 12/5/202... 2 vhpc
AppData File folder 11/22/2020... .mozilla File fol.. 12/15/20... r2 vhpe.
Application Data File folder 12/8/2020 ... a .nanorc File fol.. 12/7/202... r2 vhpc.
= Contacts File folder 11/22/2020... pki File fol.. 11/25/20... r2 vhpe. v
Cookies File folder 11/29/2020... vl € >
8 files and 28 directories. Total size: 5,464,175 bytes 12 files and 12 directories. Total size: 20,790 bytes
Server/Local file Dire... Remote file Size Prio... Status
Queued files | Failed transfers = Successful transfers
Toggles processing of the transfer queue ? @ Queue: empty e

THE END



